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13-16 August 2024

DNS/DNSSEC Workshop

In conjunction with LKNOG8
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Introductions – Trainers

Champika Wijayatunga – ICANN <champika@icann.org>

Sampath Hennayake – LK Domain Registry <sampath@domains.lk>

Chamara Disanayake – NSBM <chamara.d@nsbm.ac.lk>

Pasan Ravinatha – University of Moratuwa <pasan@cnc.mrt.ac.lk>
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Agenda

● Day 1

● DNS Concepts

● Root Servers

● Recursive Servers

● Authoritative Servers

● Day 2

● Zone File Management

● Internationalized Domain Names

● Reverse DNS

● Registry Operations and Best Practices

● Day 3

● DNS Security and Abuse Handling

● Transaction Signatures

● DNS Security Extensions (DNSSEC)

● Day 4

● DNS Security Extensions (DNSSEC) contd

● Tools and Troubleshooting

● Discussions/Q&A
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DNS Concepts

4
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DNS in a nutshell

● DNS is a distributed database

⁃ Data is maintained locally but available globally

● Resolvers send queries

● Name servers answer queries

● Optimizations:

⁃ Caching to improve performance

⁃ Replication to provide redundancy and load distribution
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The DNS Ecosystem
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DNS Hierarchy

The root

Top-level

nodes

Second-level

nodes

Third-level

nodes

lk

www.example.com.

Top-level

Second level

Root

FQDN = Fully Qualified Domain Name
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ASCII Domain Name Label

www.cafe-123.com

Forming ASCII Labels 

Use LDH

• Letters [a-z]

• Digits [0-9] 

• Hyphen [H]

Label length = 63

Other constraints (e.g. on hyphen)

Forming ASCII Labels

Use only Letters 

• Letters [a-z]

Label length = 63

Second-level 

domain

Top-level 

domain (TLD)

Third-level 

domain

①②
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DNS Components at a Glance

Root Server

TLD Server

SLD Server
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DNS Servers

 Authoritative Servers

 Root Servers

 Primary

 Secondary

 Recursive Servers

 Or Recursive Resolvers

 Or Caching Servers
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Root Zone Change Process

TLD
Manager

IANA Functions 
Operator

A

Root Zone Maintainer

Root Zone 
Database

Root Zone 
File

Root Zone 
Distribution

B C D E F G H I J K L M

1. Submit 
change

2. Request 
implementation

3. Update root 
zone database

4. Create root 
zone file

5. Publish root 
zone

6. Transfer root 
zone

Root Servers
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The DNS Ecosystem Relationships
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Questions?



Visit us at icann.org
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Engage with ICANN – Thank You and Questions

Email: champika.wijayatunga@icann.org
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